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Abstract

This study examines Permata Hospital Cirebon's patient data security protocols to support SDG target 3.8.1 on
excellent health care. This qualitative study used purposive sampling, participant observation, and extensive
interviews with four relevant participants. Five main topics emerged from the data analysis: data security incident
reporting, implementation challenges, socialization and training, incident evaluation, and data security system
improvements. The biggest challenges are user adaption, vendor limitations, and technical dangers like malware and
hacking. Despite data security socialization, formal training is lacking. Incidents are investigated reactively without a
systematic auditing process. Regulations, data encryption, multi-factor authentication, and vendor risk management
are suggested. Organized training and SOP discipline are recommended by this study. In accordance with rules, these
procedures should improve patient data security and enable digital health transition in Indonesia.
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I. INTRODUCTION

The Industrial Revolution 5.0 is a revolutionary concept that is currently in the development stage. It generally
refers to technological advancements that aim to optimize automation and digitization in the production and industrial
sectors. This concept emphasizes the integration of technology and humans, where the digital era's advancements have
rendered the routine incorporation of high-quality data a critical element in the digitalization of the healthcare system.
The rapid advancement of the current era has resulted in the internet being the sole means of accessing anything.
According to data from the Press Conference Survei Internet Indonesia (2023) the number of internet users in
Indonesia increased from 77.02% in 2022 to 78.19% in 2023. This has the potential to provide users with the
convenience of accessing the personal data of others. Data security is a significant issue in the field of digitization,
and it is a critical component of information security management. This security issue is also a significant concern for
health care institutions, particularly hospitals, which are particularly susceptible to cybercrime. In 2021, the Indonesian
population experienced the greatest leak of personal data. BPJS Health exposed a total of 279 million user records in
mid-May 2021.

According to Lidwina (2021) , data including the Identification Number, name, residence, telephone number,
email, and photo was sold on the Raid Forums platform for 70-80 million rupiah. Patient data is sold on dark web
platforms in many nations, with an estimated starting price of 10 million rupiah. The patient data is then taken for
numerous purposes (Sutandra, 2019) . Subsequently, Indonesia ranked in the top 10 countries with the highest
incidence of data breaches on the internet. Surfshark, a cybersecurity firm, reported that 1.04 million accounts in the
country had data breaches in the second quarter of 2022.

Law No. 11/2008 on Electronic Information and Transactions regulates cybercrime, prohibiting individuals from
intentionally and unlawfully accessing computers and electronic systems by violating, breaching, or bypassing
security measures, which may result in sanctions. The Electronic Information and Transactions Law aims to facilitate
national growth, safeguard the rights of internet service users, and take decisive action against cybercriminals. The
nature of cybercrime necessitates complicated, coordinated, and sustained measures (Widayati et al., 2020).
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Data security entails safeguarding data within a system to prevent unwanted access and modifications to stored
information. Every information system owner and management must guarantee the security of stored data and restrict
access to authorized individuals to safeguard against purposeful or unintentional hazards. Health data is particularly
susceptible to leaking, and the consequences are exacerbated when the compromised information pertains to highly
personal patient data (Ravlindo, 2021). The Indonesian Ministry of Health prioritizes system security and personal
data protection in system integration. The 2024 health digital transformation strategy ensures that electronic medical
records are safeguarded through data security ownership and stewardship protection.

Permata Hospital Cirebon, as a healthcare institution, is accountable for ensuring the safety and comfort of patients
during services, which includes the protection of registered patient data. The hospital is committed to enhancing health
services that are safe, comfortable, and of high quality, in accordance with applicable laws, to progressively improve
community health services annually. The hospital strives to protect the confidentiality of patient data.

Hoelman et al., (2015) assert that health is a significant factor that serves as a parameter of urban community
welfare. All individuals possess the right to access health services. All health-related issues within the Sustainable
Development Goals (SDGs) are encompassed in Goal 3, which addresses public nutrition, national health systems,
family planning, and sanitation and clean water. Furthermore, the rapid development of wearable devices and health
applications necessitates attention due to the potential for personal data leakage. Compliance with arrangements and
procedures for protecting personal data in collaboration with hospitals will be required (Apsari et al., 2022).

This research aims to evaluate and analyze patient data security strategies in hospitals based on a review of
applicable and established policies and procedural regulations. This study aims to offer valuable recommendations for
Permata Hospital Cirebon to enhance the effectiveness and security of management information systems, particularly
concerning SDGs 3.8.1. This research may enhance the security system implemented at Permata Hospital Cirebon for
patient protection.

II. LITERATURE REVIEW
Patient Data Security Evaluation

In the context of health care, personal data refers to patient data and information, such as their complete name,
national identity number, telephone number, address, and health examination history (Kautsar, 2023). Data security
is the safeguarding of data within a system to prevent unauthorized users and modifications to stored data. It is the
responsibility of the proprietor and manager of an information system to guarantee the security of the data stored and
to restrict access to only those who are authorized to safeguard the data from intentional or unintentional threats. In
the event that highly confidential patient data is released, the consequences will be even more severe (Ravlindo, 2021).
Health data is one of the most susceptible to leakage.

Data security is the safeguarding of data within a system to prevent unauthorized users and modifications to stored
data. It is the responsibility of the proprietor and manager of an information system to guarantee the security of stored
data and to restrict access to only those who are authorized to safeguard it from intentional or unintentional threats.
Health data is particularly susceptible to disclosure, and the consequences are compounded when the data is highly
confidential patient information. The rules governing personal data protection in Indonesia are still weak and general
in nature, as they are dispersed across several separate laws and regulations and only describe the concept of personal
data protection in general (Widayati et al., 2020). The objective of personal data theft by hackers is to acquire patient
data, which will subsequently be sold or disseminated for free on internet sites.

Information Security Management

Information security management encompasses a variety of measures to safeguard and prevent the misuse of
information by individuals who are both internal and external to the hospital (Daniswara et al., 2023). The Hospital
Management Information System (HIS) is a system that integrates and processes health service processes in the
internal environment of the hospital. It is designed to be used swiftly, precisely, and accurately to function as an
administrative coordination network. HIS should not be conducted in a partial manner; rather, it should be incorporated
by taking into account a variety of perspectives.

Management of Information Security is the term used to describe the procedures and methodologies that are
intended to safeguard the confidential digital data of individuals. The violation of the fundamental principles of
information security, which include confidentiality, integrity, and availability, results in the misuse of personal data
and information, including unauthorized access, disclosure, theft, destruction, and disruption, in the context of
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information system security issues (Whitman & Mattord, 2018). Consequently, in order to safeguard software assets
that are part of the information system, companies are obligated to implement a security system. The objective of this
effort is to guarantee the confidentiality, availability, and integrity of data processing (Haqqi et al., 2022).

Hospital

Hospitals are responsible for the organisation of health recovery services and treatment in accordance with hospital
service standards, as stated in Article 5 letter A of Law of the Republic of Indonesia Number 44 of 2009. In their
capacity as health service providers, hospitals are obligated to deliver services with precision, speed, and accuracy.
One of the obligations of hospitals is to ensure the security of personal data for patients in order to deliver top-notch
service (Kemenkes RI, 2018).

Hospitals are one of the sources of national health data (Aini et al., 2022). The hospital's responsibility is to
prioritize healing and recovery efforts that are seamlessly incorporated with improvement and prevention, as well as
to make referrals, in order to conduct health initiatives in an efficient and effective manner. These efforts and the
hospital's ability to continue to accommodate the changing requirements of patients and society necessitate the
integration of hospital components into an information security management system (Listyorini & Sintya, 2021).

SDGs 3.8.1 : Quality Healthcare Services

SDGs 3 is a program aimed at delivering comprehensive health services, ensuring accessibility for all societal
members, offering affordable healthcare, implementing disease and mortality prevention strategies, particularly for
mothers and children, encouraging community comfort and security in health services, and affirming the right to a
healthy and productive life. (Hoelman et al., 2015) assert that health is a significant factor that can serve as a parameter
for assessing urban community welfare. All individuals possess the right to access health services. The involvement
of government and health facility providers is essential when individuals in poverty require assistance. Goal 3
consolidates all health-related issues within the Sustainable Development Goals (SDGs), including community
nutrition, national health systems, family planning, and access to sanitation and clean water. Furthermore, attention
must be directed towards the swift advancement of wearable devices and health applications, which pose risks for
personal data leakage. These technologies will need to adhere to established protocols and procedures with healthcare
institutions to safeguard personal data (Apsari et al., 2022).

To achieve this goal, several measures can be implemented, including the adoption of comprehensive information
security management aligned with national regulations governing digital technology security in healthcare, hospital
policies aimed at preventing and mitigating patient data breaches, and initiatives to educate and raise awareness
regarding the sharing of personal data. The involvement of the community, stakeholders, and government is crucial
for implementing measures to mitigate the adverse effects of personal data leakage.

1. METHODS

The research on the evaluation and strategy for patient data security in hospitals was conducted in a methodical,
multi-stage process. Researchers employ qualitative methodologies with an evaluative framework. Nasution (2023)
asserts that qualitative researchers function as human instruments, employing observation and interview
methodologies to engage directly with data sources. Qualitative research is comprehensive and prioritizes the process,
so it facilitates an interactive examination of the relationships between variables within the subject of study, where
they mutually influence one another. This research used a purposive sampling technique. Purposive sampling is a
method for selecting participants based on specific factors pertinent to the research aims, such as job experience, type
of work unit, or the participant's access level to patient data.

The authors employed a non-contrived setting technique, depending upon the research context. As stated by
(Sekaran & Bougie, 2016), this methodology is implemented in a natural setting where the observed occurrences are
consistent. The research employs a cross-sectional technique during its implementation period. The research data
points to a particular time period. In this study, the authors applied participant observation methods for data collection,
actively engaging in ongoing activities. The author thereafter conducted interviews to acquire the anticipated
information within the current circumstances.

This study used a purposive sample technique, also known as judgment sampling, which involves the intentional
selection of individuals based on their specific attributes (Etikan et al., 2016). It is a non-random methodology that
does not necessitate grounded theory or a predetermined participant count. Purposive sampling is commonly employed
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in research papers, as it is present across various research paradigms. This method ensures that the sample is capable
of yielding quality data and is readily accessible without bias (Nyimbili & Nyimbili, 2024).

Four participants were chosen as samples according to the inclusion criteria, specifically being healthcare
professionals engaged in patient data management, possessing a minimum of one year of experience at Permata
Hospital Cirebon, and demonstrating a willingness to share information candidly and transparently.

The author formulates questions based on previous research hrough the observation and interviewing of entities
associated with information security management in hospitals. Guidelines for the ISO 27002 information security
management standard were established through the preparation of interview questions.

This study involved data collection through in-depth interviews with four selected participants who were a
representative part of Permata Hospital Cirebon. The four interviewees were selected based on predetermined
inclusion criteria to provide in-depth information related to the research topic in the following Table 1.

Tabel 1 Data Participants

Participant Position Duration of
Interview
7ZR Director of 60 minutes
Security and
General Affairs
DW IT Manager 34 minutes
DC System Analyst 33 minutes
WA Head of Medical 21 minutes
Records
Installation

Sources: Author’s data (2024)

Data collection accompanied by documentation is conducted to review and analyse previously acquired data,
ensuring that the data utilized in the research is more thorough and comprehensive.

Data Analysis

Data analysis facilitates the comprehension of textual, image, sound, and other data types (Creswell & Creswell,
2018). The initial steps in data analysis involve the collection and preparation of data for subsequent analysis. This
involves transcribing interviews, processing field notes, and categorizing visual materials from diverse data sources.
Interviews were performed in Indonesian and subsequently translated into English.

The transcripts or drafts of the interviews were reviewed to identify significant words, phrases, or sentences
pertinent to the research questions. The words or phrases were subsequently coded. Codes serve to delineate the
setting, participants, categories, and themes for analysis.

Interpretation in qualitative research aims to offer an explanatory analysis of the processed data collection results.
Incorporating discussions that elucidate the chronology of events, comprehensive analyses of multiple themes
accompanied by subthemes, specific illustrations, diverse perspectives, various quotations, and examinations of
interconnected themes presented through images or tables pertinent to research materials.

IV.RESULTS AND DISCUSSION

Data was collected for this study through in-depth interviews with four resource persons who were designated as
representatives of Permata Hospital Cirebon. Predetermined inclusion criteria were employed to identify the four
respondents who were selected to furnish comprehensive information regarding the research subject. There were five
themes that addressed data security.

Results

Theme 1: Reporting of Patient Safety Incidents

“...Documentation (of information security events) is in the form of a chronology from us, a sequence of events in the
form of an initial report, and when it is over (the incident), there will be another report...” (DW)
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“...Information security events are documented in incident reports or chronological reports of data security breach
incidents...” (ZR)

“...There are penalties (for those who make mistakes), but only after a case audit has been completed...” (WA)

“...For example, when our system is hacked, we are afraid that our data will be used (by irresponsible people). We
will try to report (to the authorities) or, for example, our employees sell data...” (DW)

“...But if, for example, it happens (a data security incident), maybe we should consult the vendor too because almost
everything is already systemized, so it should be anticipated for the time, date, and the last update that we can see...”

(DC)

Theme 2: Challenges to the Implementation of Patient Data Security
“...The challenges at the beginning of the implementation were doctors who did not want to use (the information
system provided by the hospital) and also the adaptation of implementers in units that took time...” (ZR)

“...In the beginning, the system was slow, especially at the beginning of socialization; the system was down during
services with patients in the polyclinic.” (DW)

“...The main challenge is actually because we use vendors, so it takes time to communicate if there is an incident, and
our vendors are not only used in Permata Hospital Cirebon but also other hospitals...” (WA)

“...So sometimes there are cases that are formed from SOP errors. If from outside, there are usually viruses, malware,
and others...” (DC)

Theme 3: Socialization and Training Regarding Patient Data Security

“...For awareness (about the importance of data security), we have often explained it to all officers, if there is a
change, we remind them again. But if there is training from outside, we have never participated in it, but if it is
internal, we just adjust it to the relevant units...” (DW)

“...Staff are rarely trained on data security...” (ZR)

“...In the Medical Records Unit, we have monthly meetings (to socialize procedures to all Medical Records Unit staff),
where we evaluate what cases have occurred, and we convey that data in the hospital is confidential...” (WA)

“...d personally have not participated in any training related to data security protection. I don't know about other
staff, but I usually go online to find out and upgrade data protection information...” (DC)

Theme 4: Evaluation of Patient Data Security Incidents
“...There is no specific method (for evaluating information security incidents). Customized to the reported incident...”
(ZR)

“...We don't have a specific time (for evaluation), but there must be one day for us to discuss which may not only be
patient data security but, in general, is not fixed to one day or one week depending on the conditions of the case in the
real area...” (DC)

“...In the medical record unit itself, there is no (periodic audit mechanism from IT), every time there is a problem, we
ourselves report it to the IT unit...” (WA)

“...While there is no (monitoring system for improvements to the weaknesses that have been identified), daily
monitoring and evaluation are only from internal IT...” (DW)
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Discussion
Reporting of Patient Safety Incidents

The findings indicated that the reporting of patient data security incidents was conducted systematically from
workers to the head of the relevant unit. Furthermore, the unit head delivers the report to the Hospital Quality
Committee for an audit, which is thereafter forwarded to the Hospital Board of Directors. The Incident Chronological
Report contains a written account of the cause, the implemented solution, and the final case report. The incident
reporting system is very important because it lets you compare how well different systems are working, find problems
with the systems, and gather information about how often and how bad incidents are so that performance can be
improved (Stavropoulou et al., 2015).

The hospital implemented penalties on persons identified as delinquent following a case audit. The hospital
will report to the authorities following a breach occurrence, including system hacking, data hacking, data sales, or
when evidence of the perpetrator is available. Notifying authorities and regulators is a crucial measure to avert data
breaches. Evaluate and enhance legal and regulatory frameworks to tackle the challenges posed by contemporary
digital health systems and enhance their security against potential data breaches (Hossain & Hong, 2019).

The hospital has not established a unique Standard Operating Procedure (SOP) for handling data security
incidents; nonetheless, vendors frequently assist with technical system concerns. This reporting approach emphasizes
the significance of interdivisional collaboration, systematic recording, vendor participation, and the necessity to
establish a specific SOP for information security incidents.

Challenges to the Implementation of Patient Data Security

Numerous challenges arise during the implementation of information systems and data security in hospitals.
This encompasses physicians that struggle with the HIS offered by the hospital in comparison to systems utilized in
other healthcare institutions. Moreover, there are challenges including personnel acclimatization, which requires time
to comprehend the new system, as well as technological issues such as intermittent system sluggishness and outages.
Chakraborty (2023) research highlights several technological challenges encountered during system implementation,
including users' unfamiliarity with hospital information systems, the time needed to gain proficiency in system usage,
and the integration of HIS into routine hospital operations. Data security challenges in the adoption of Hospital
Management Information Systems include the threat of data breaches and cybercrime, necessitating improved
protocols for data accessibility. Moreover, health-related information is susceptible to hacking or leakage,
necessitating strong cybersecurity measures prior to the complete digitization of the healthcare system.

SOPs remain challenging for users to implement. Meanwhile, SOPs are established to provide guidelines for
implementing information security tasks and to mitigate and prevent information security threats (Ardianto &
Nurjanah, 2024). Consequently, the oversight and enhancement of officer discipline must always be maintained.

The vendor system has advantages; yet, it prolongs communication regarding changes or issues within the
system. Connecting patient data with regulators (BPJS/MoH) facilitates data exposure without the hospital's
awareness. External risks, including viruses, malware, hacking, and data theft, pose significant hurdles for hospitals
in safeguarding patient data security. Extensive health data is susceptible to breaches or leaks that may expose patients'
personal information (Indriyajati et al., 2023).

These challenges require a focus on enhancing discipline regarding SPOs, facilitating user adaptation to the
new system, and ensuring effective interaction with relevant vendors.

Socialization and Training Regarding Patient Data Security

The socialization and training of human resources about patient data security at Permata Hospital Cirebon
have demonstrated a commendable starting attempt; nonetheless, substantial enhancement is still necessary.
Socialization has typically occurred inside various units, encompassing regular internal meetings, monitoring, and
review of data security incidents to enhance staff understanding of the significance of patient data protection. The
socialization of data security is seen as crucial as it enhances user awareness regarding dangers to patient data security.
Enhanced user comprehension can mitigate the danger of cybercrime and the inappropriate use of patient data that
contradicts the objectives of health services. Socialization aids users in comprehending the significance of upholding
data confidentiality, accuracy, and accessibility, which are fundamental to electronic medical record administration
(Pradita et al., 2022). The examination of the interview findings indicates that this socialization effort has not been
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executed in a systematic and uniform manner across all units, particularly between the IT team and the Medical
Records Installation.

(Hossain & Hong, 2019) asserted that the deficiency of adequate resources constitutes a significant obstacle

to the prevention of data security breaches. These resources encompass personnel capable of proficiently employing
health data management technologies while ensuring data safety and security are not compromised. Incorporating data
security competencies into educational and training programs is essential, as is fostering a workplace culture that
values data security.
There is a deficiency of specialized training regarding patient data security. Despite the institution not prioritizing
formal training, some staff members have gained knowledge through self-directed learning or minimal internal
initiatives. Implementing patient data security awareness training and simulation exercises, including phishing tests,
enhances employees' ability to identify and react to suspicious activities, therefore mitigating the risk of patient data
breaches (Oluomachi & Ahmed, 2024). The lack of training may result in incompetence, particularly among new
employees or those without prior medical experience. (Arefin, 2024) emphasized that equipping personnel with
essential skills develops a culture of creativity and adaptability, thus enhancing overall security protocols.

To resolve this issue, enhancements are required in formal training, structured periodic socializing, and the
development of more comprehensive SOP in compliance with relevant rules. A sustained collaborative strategy is the
solution to this difficulty.

Evaluation of Patient Data Security Incidents

The hospital's evaluation process remains unstructured and unscheduled. Evaluation remains predominantly
reactive, conducted exclusively in response to patient data security incidents or alterations in regulatory policy. (Pefia
et al., 2019) state that the evaluation of patient data security events requires an assessment of vulnerabilities and
disregards that may threaten the confidentiality, integrity, and availability of clinical information.

No regular audit or risk assessment mechanism has been implemented on a regular basis. The research
indicates that periodic audits are crucial for detecting patient data breaches, as they offer a systematic method for
monitoring and identifying unauthorized access to sensitive information. Audits function as a proactive measure to
safeguard patient data through the regular assessment of system configurations and data management practices. This
process aids in the identification of anomalies or suspicious activities that may suggest a breach. Periodic audits are
recognized as an effective method for detecting breaches and establishing a comprehensive approach to data
protection. Health agencies should prioritize regular audits to timely prevent breaches and enhance information
security (Oluomachi & Ahmed, 2024).

The evaluation process is primarily conducted internally by the IT team, with external parties involved only
when vendor assistance is necessary for specific events. The effectiveness of improvement initiatives is not evaluated
through specific KPIs (Key Performance Indicators), but rather assessed based on the successful execution of system
trials, including the “User Acceptance Test.”

This indicates the necessity for a more organized evaluation system, particularly in the establishment of audit
mechanisms, ongoing monitoring, and definitive performance indicators to guarantee optimal patient data security.

V. CONCLUSION

This study reveals that patient data security management at Permata Hospital Cirebon encounters numerous
problems, including technical threats such as hacking, staff discipline issues, and insufficient organized training
pertaining to data security. Despite the implementation of an incident reporting system, the process remains reactive
and lacks systematic periodic assessment.

The study aims to improve the security of patient data and contribute to the achievement of SDGs target
3.8.1, which concerns the provision of quality health services. This strategy should encompass the following: the
reinforcement of policies, the enhancement of security infrastructure, such as firewalls and server protection, the
implementation of consistent staff training, and the scheduled and comprehensive evaluation of the data security
system.
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